Are HIPAA Violations Covered Under EPLI Policies?

By Mark Kollar and Jeffrey A. Siderius'

1. INTRODUCTION

The Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) has
had a tremendous impact on the insurance industry since it was passed by the U.S.
Congress. In theory, these regulations may have a dramatic impact on both insurers and
their insureds. One such potential impact is the possibility of claims by employees
against their employers seeking money damages for violations of HIPAA. This article
examines the initial question of whether such a “private right of action” exists under
HIPAA. If so, the potential exists for EPLI claims.

II. THE PURPOSE OF HIPAA

HIPAA was designed to streamline all areas of the health care industry and to
provide additional rights and protection to participants in health plans.> To improve the
efficiency and effectiveness of the health care system, HIPAA includes administrative
simplification provisions that require the U.S. Department of Health and Human Services
(“HHS”) to adopt national standards for electronic health care transactions.

The HIPAA privacy regulations went into effect on April 14, 2003.> The privacy
regulations set national standards for the protection of health information, as applied to
the three types of covered entities: health plans, health care clearinghouses, and health
care providers who conduct certain health care transactions electronically. The privacy
regulations provide for the first time, a foundation of federal protections for the privacy
of protected health information. These regulations give individuals a fundamental new
right to be informed of the privacy practices of their health plans and of most of their
health care providers, as well as to be informed of their privacy rights with respect to
their personal health information.* They do not, however, replace federal, state, or local
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laws that grant individuals even greater privacy protections, and covered entities are free
to retain or adopt more protective policies or practices.

HIPAA establishes certain penalties for violations of its provisions. The general
penalty for failure to comply with the requirements and standards mandated in the Act is
a fine of $100 for each violation, except that the total amount imposed upon the person
for identical violations may not exceed $25,000 per year. The penalties for the wrongful
disclosure of individually identifiable health information include monetary penalties
and/or imprisonment. The maximum penalties listed under the Act are a $250,000 fine
and/or imprisonment of not more than 10 years when a person intends to sell, transfer, or
use individually identifiable health information for commercial advantage, personal gain,
or malicious harm. These fines, however, are payable to HHS, and not to the employee
whose rights are violated.

II1. NO PRIVATE RIGHT OF ACTION CURRENTLY EXISTS UNDER HIPAA

What might be most important to those in the insurance industry is that HIPAA by
its terms does not grant a private right of action for plaintiffs to sue for money damages
when their protected health information was wrongfully disclosed. This fact, however,
has not prevented plaintiffs from attempting to create such a “private right of action”
through litigation. Despite these attempts, the federal courts which have considered the
issue have to date consistently adhered to the traditional rule of statutory interpretation
that where Congress has not specifically created a private right of action, no such cause
of action exists and courts may not create one.’

The U.S. Department of Health and Human Services Secretary, Donna E. Shalala,
in explaining the Act, admitted that Congress had deliberately omitted a private right of
action from the statute:

Only if we put the force of law behind the rhetoric can we expect people
to have confidence that their health information is protected, and ensure
that those holding information will take their responsibilities seriously. In
HIPAA, Congress did not provide such enforcement authority. There is
no private right of action for individuals to enforce their rights, and we are
concerned that the penalty structure does not reflect the importance of
these privacy protections and the need to maintain individuals’ trust in the
system.
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A. The U.S. Supreme Court on “A Private Right of Action”

The U.S. Supreme Court has firmly held that a private right of action to enforce a
federal law must be created by Congress.’ It is the task of the federal courts to interpret
congressional intent when creating a statute to determine whether it displays an intent to
create not just a private right but also a private remedy.® Where the intent of Congress to
create a private right of action does not exist, “courts may not create one, no matter how
desirable that might be as a policy matter, or how compatible with the statute.”

Plaintiffs have also attempted to find a private right of action in a statute not
expressly providing for one by arguing that such a remedy is implicit in the statute. The
Supreme Court has addressed this issue, and has offered guidance for determining
whether a private right of action may be implicit in a statute. In Massachusetts Mutual, '’
the Court listed several factors that may be important in determining whether a private
right of action is implicit in a statute:

(1) Whether the plaintiff is “one of the class for whose especial benefit the statute
was enacted””;

(2) Whether there is any legislative intent, explicit or implicit, either to create
such a remedy or to deny one'?;

(3) Whether it is consistent with the underlying purposes of the legislative scheme
to imply such a remedy for the plaintiff'; and

(4) Whether the cause of action is one traditionally regulated to state law, in an
area basically the concern of the States, so that it would be inappropriate to
infer a cause of action based solely on federal law."*

Given these standards, it is not surprising that few plaintiffs succeed in arguing
that a private right of action is implicitly granted by a statute where such language is not
expressly stated.

B. District Courts Finding No “Private Right of Action” Under HIPAA

Since the relatively recent passage of HIPAA in 1996, the issue of whether the
Act creates a private right of action has been litigated in several cases. Although the
theories which plaintiffs utilize differ, the district courts’ decisions are consistent. As of
yet, no federal court has allowed a plaintiff to maintain a private right of action for
money damages against an employer based on the provisions of HIPAA.
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In three cases decided shortly after the passage of HIPAA, district courts in
Texas, Alabama, and Mississippi ruled that HIPAA does not create a private right of
action.”” In each of these cases the plaintiffs brought suit in state court, the defendants
sought to remove the cases to federal court based on federal question jurisdiction under
HIPAA, and the district courts remanded the actions back to their state courts for lack of
jurisdiction.

In reaching its conclusion, the Means court stated: “...HIPAA provides for no
federal cause of action; instead, the HIPAA provides for an enforcement mechanism for
the Secretary of Health and Human Services. Furthermore, the Defendants have failed to
point to any, and the court finds no, evidence of congressional intent to create a private
right of action under HIPAA.”'®

Also, in Brock, the Northern District of Texas denied federal jurisdiction under
HIPAA, reasoning that: “[T]he presence of a federal remedy in a statute is a minimum
threshold requirement to determine whether Congress intended for federal courts to
adjudicate state-court actions. Following controlling Fifth Circuit jurisprudence, “we
begin with the minimum requirement that the federal statutes involved provide a private,
federal remedy...no private remedy exists. That is the end of the issue, and has been
since the Supreme Court decided Merrell Dow.”"’

Finally, in deciding that a plaintiff’s state law claim was not completely
preempted, and comparing HIPAA to the Employment Retirement Security Act of 1974
(“ERISA”) and the Labor Management Relations Act (“LMRA™), the District Court for
the Northern District of Mississippi stated in Wright that:

In HIPAA, the undersigned cannot find any “manifest congressional
intent” to create a new federal cause of action which is removable to
federal court.'®

In 2001, the District Court for the District of Wyoming was faced with this issue
and ruled in unison with the district courts cited above."” In O’Donnell, the plaintiff sued
her health insurer for breach of contract, estoppel, false misrepresentation, breach of the
implied covenant of good faith and fair dealing, and a violation of HIPPA. The court
concluded that a private right of action did not exist under HIPAA because the Act did
not expressly provide for such a right.** Moreover, the court held that there was no
implied right of action because Congress did not intend such a right. Citing the
enforcement provision of the Act, the court stated: “Review of HIPAA’s enforcement
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provisions reveals no congressional intent to create a private right or remedy. In fact,
HIPAA appears to specifically limit enforcement actions to be brought only by the
respective states or the Secretary of Health and Human Services. . . . There are no
provisions made in the statute for private enforcement when neither the state, nor the
Secretary undertake enforcement action.””!

In Swift, the District Court for the Northern District of Illinois considered a claim
alleging that the defendant was liable for violations of ERISA and HIPAA by denying
insurance coverage.”” The court dismissed each of the counts in Swift’s complaint,
finding that that she was not entitled to coverage under any of the policies at issue
because she was not employed at the time at issue.” Significantly, the court denied
Swift’s HIPAA claim, reasoning that “[n]o federal court reviewing the matter has ever
found that Congress intended HIPAA to create a private right of action.”**

Healthtek is the most recent case on which a court has addressed whether HIPAA
creates a private right of action for plaintiffs.” The District Court for the Eastern District
of Virginia first noted that HIPAA is an amendment to and part of ERISA.*® Next, the
court suggested that while HIPAA does not explicitly create a private right of action,
such a right might be conferred upon certain enumerated entities through ERISA.*” The
court cited the Mulcahey test, which provides that federal question jurisdiction is proper
only if: (1) the federal statute cited in the complaint provides for a private right of action,
and (2) the plaintiff is not barred from utilizing the private right of action.”® Relying on
this test, the court denied Healthtek’s argument for a private right of action, reasoning
that Congress has limited the private right of action provided by HIPAA through ERISA
to “the Secretary of Labor, participants, beneficiaries, and fiduciaries.”” The court
concluded that Healthtek did not meet any of the enumerated statutory definitions that
have been held to be necessary for a private right of action under ERISA, so was barred
from utilizing HIPAA’s civil enforcement mechanism through lack of standing.® To
date, our research has not located any case in which a court adopted this “piggy-back”
argument for using ERISA enforcement provisions to create a private right of action
under HIPAA.

IV. CONCLUSION
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Since no federal court to date has recognized a private right of action for money
damages based on an employer’s violations of HIPAA, and the fines and penalties which
can be assessed under the statute are payable to the Department of Health & Human
Services rather than to the wronged employee, the issue of insurance coverage under
employment practices liability insurance (“EPLI”) policies has not yet arisen. However,
creative plaintiff’s attorneys can be expected to continue their efforts to create such a
cause of action. Thus, EPLI carriers and their insureds will be keeping an eye on this
developing area.



